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Abstract.; A simple and practical approach is required immediately to safeguard the Domain Name System ( DNS)
because there are increasing attacks on DNS (such as DNS cache poisoning) and various problems when deploying Domain
Name System Security Extensions (DNSSEC) on a large scale. In this paper, we present Mimic DNS ( M-DNS) , a non-
intrusive , tolerant and proactive security architecture,to deal with it. M-DNS is comprised of a scheduler and a server pool
which consists of several heterogeneous DNS servers. The scheduler dynamically schedules the DNS servers to handle the re-
quests in parallel and adopts the vote results from the majority of the servers to determine valid responses. Simulation results
demonstrate that compared with current traditional frameworks , approximating 10 orders of magnitude reduction in cache poi-
soning attack probability is acquired when employing M-DNS.
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